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VieaH HNKOJTAEB

B camuiit sxenannsrit Ky AJs
IT-xpuMuHaia - pacyeTHbIE cYeTa
M DJIEKTPOHHBIE KOLIEJIbKH. Yero
ciaenyeT onacaTbcAa?

BAHKOMAT, MO30J10TU

PYYKY

I'naBa Coepbanka I'epmau I'ped
CUWTAET, YTO YIKe Yepe3 HECKOIBKO
JIET XaKepbl OyAyT CIIOCOOHBI Ha-
HeCTH yliepb MUPOBOU GaHKOB-
CKOU cHucTeMe, UCUUCISIEMbIN Of-
HUM TPUUIMOHOM /IOJUIapOB. JTO
6e3 y4yeTa aTak Ha MPOYHE OPraHU-
3anuu. [JosTOMy pelns Kak cie-
JyeT BJIOXKUThCS B 6E30MacHOCTb.
Co CbepbaHKOM BCe SICHO, 3TO
6orareifias KOMIIaHUsA, KOTOPas
MOXKET MO3BOJIUTh cebe JIydInve
IT-pa3paboTKu. A Kak ke OBITH
OCTaJIbHBIM?

- Celiuac maBHasd MUILEHb KU-
6GepIIpecTyIIHUKOB - HeOOoJIbIlIre
pervoHaibHbIEe OAHKH, - paccKa3al
SKCIIEPT ceTeBOI 6€30IMacHOCTU
Huxkura Kucauiiys. - ATaky cTaau
U30IIpPeHHee U 3a4acCTyt0 IIPOUCXO-
JISIT C UCTIO/Ib30BAHUEM METO/IOB CO-
IIUaIbHOM NH)XXeHepun. Hanmpumep,
COTPYZHUKY OZHOTO U3 GHHAHCOBBIX
VIpEXAEHUH MOTYYMIN Ha PAb0OUyI0
IIOYTY PacChUIKY O BakaHCHAX B LleH-
TpobaHKe. MHOTYE He yzep:Kaluch
U OTKPBUIU MTUCHMO C TPOSTHOM.

ATaKyIOT He TOJIbKO CYeTa KIUeH-
TOB. Yepe3 3apakeHHbIE KOMITBIO-
Tepbl BHYTPEHHEH ceT GAaHKOB
«JepBU» 3a0MPArOTCs B GAaHKOMATHI
Y TUXO CHJSAT TaM. A jasiblile HaYrHa-
eTcs1 rpabex cpeib 6ea ZHs. 3710y-
MBIIUIEHHUK MOAXOJAUT K GaHKOMa-
Ty, BBOAUT OCOOBIH KOZI M1 3a6upaeT
caMble KPYITHbIE KYITIOPHI.

«Moka He nonmanu, Tbl - KOPOnb»

Cepren NMABJIOBUY, n3sectHbIn 6enopyc-
CKWI KN6ePMOLLIEHHUK, OTCUAEBLUNIA B TIOPb-
Me fecsTb neT, aBTop KHuru «Kak s1 ykpan
MWJIJIMOH, UCTIOBEAb pacKasiBLUerocst Kap-

aepar:

- BonbLue Bcero knbepnpectynHukoe B CHI™ -
NPeVMYyLLIECTBEHHO OT 6e3aeHexbs. Mo3ros
y NioJen XBaTaeT, a peann3osaTb cebs B 613-
Hece Mo psAy NPUYMH HEe MOTYT, BOT U nayT
B KpYMUHan. 1 HUKOrAa He cMor 6bl YKpacTb
KOLLIENEK B 06LLeCTBEHHOM TpaHcrnopTe. Korpa
Tbl KPafeLlb B UHTEPHETE, Thl HE HyBCTBYELLIb TON rpaHm

HEO BbILUEN U3 «<MATPULLbI>...
NPUXBATUB AEHBI'V

UIrPA HA KAPTbI

Ecnu panbme xubep-mpec-
TYITHUKaMU CTAHOBUJIMICH HACTOA-
Iyie TeHUHU U TYPY IPOrpaMMUPO-
BaHUsA, TO TEIEPh JOCTATOYHO 3HATD
6aHaIbHBIE TIPUEMBI «ITPOMBIBAHUS
MO3TOB».

CoiiceTtp «BkoOHTakTe», KOTO-
pas moryIapHa Kak B Poccuu, Tak
U B benapycu, crasa HacTOAILIMM
IoJIEM 4yZieC [ MOIIEHHUKOB. B
CnezacrBeHHOM KomureTe PB co006-
iy, 4To B 2017 rogy y4acTWINCh
caydyau obMaHa A06pomopsasod-
HBIX 6eI0PYyCOB. 37I0yMBIIITIEHHU-
KU B3JIaMBIBAJIU Iy’KHUE aKKAYHTHI,
MOJIb3YSICh TE€M, YTO MApPOIU ObLIU
OuY€eHb MPOCTHIMU. 3aTeEM HaYHHa-
JIK OT 4y)XKOT'O UMEHU pacchlIaTh
COOOIIEHNS BCEM «/[PY3bsM», MOJI,
«IIPUILLTH PeKBU3UTHl WIN HOTO
6aHKOBCKOU KapThI, a A Tebe IeHb-
T'U epeunciio». Ha kapTe, KTo He
3HAET, HAXOUTCS NUCYEPITHIBAIOIIAS
nHdopMarnys, YToOHI CIIUCATh C Hee
cpezacTBa. BoT 1 ocTaBasmch rpak-
JlaHe ¢ HOCOM, KakK BypaTuHo.

A oivH IpoZiaBel] B MUHCKOM TOP-
TOBOM ILIEHTPe MTOCTYIA elle IPo-
me. TuxoHbko poTorpadupoBal
KapThI TOKyTIaTeNeH ¢ IByX CTOPOH
Ha cBoii TesledpoH. U moToM 064u-
mas ux. Cxema camas IPUMUTHUB-
Hasi, HO CJIeZIoBATEISM TIPUIILIOCH
IIOJIOMATh T'OJIOBY, IIPEXK/e YeM Ha
HETO BBIILTH.

[TogoOHBIX C/IydyaeB HE CUECTh
u B Poccuu. Hampumep, B deBpaite

nepeyutan
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CTaJIO0 U3BECTHO, YTO KUTEIbHULA
[TepMmckoro kpas npujymana cxe-
My XUIIIeHUs C IOMOUIbIO YCIYyTU
«MobubHbIH 6aHK». Yepes corice-
TH OHa IIOKyIlaza y Jilofel crapble
CHUM-KapTHI ¥ KCTIOJIb30BaIa UX KaK
KJIFOYY OT OHJIalH-cef (OB, Tomydas
CMC c naponamu. IToncoTHu yge-
JIOBEK JINLIWINCH B CYMMe JeCATH
MWUIHOHOB pyOJIei.

MCIOBENBIXAKEPA

CATb, CTO ThicAY gonnapos. OpHako rnasa
OTKPbIBAIOTCS, KaK TONbKO nonagaellb 3a
peLueTky. M ecnu pasgenutb KONMYeCTBO
YKpPafeHHbIX AeHEr Ha KONM4eCcTBO MecsLIEB
3aKJII0YEHVS, MOHMMAELLb, YTO 32 3TO BPEMSI
Tbl MOr Obl JIEFKO 3apaboTaTh 60MbLUE AEHEr
a6CcontoTHO NnerasnbHo. [NoHATHOe Jeno, He
Ha 3aBofe, Ho B IT-cthepe, Hanpumep.

Ha mMeHs o4eHb cunbHO noenusan CTus
JX06C, KOTOPbIN XOTeN «MNOAHATb MUP Ha
HOBY!O BbICOTY» - B TIOPbME 51 HECKOJIbKO pa3
ero 6uorpacduio. N Tenepb NoOHUMa0, YTO

nocrie KOTOPOM Ha4YMHAETCs NPECTYMNNeHne, COBECTb
Te6s He My4aeT. MHe He ka3anocb, 4To A 3aHMMarCb
YeM-TO CUSIbHO KPUMUHASBHBIM.

Mpn aTOM 9 He HasBan 6bl 3TO NErKMMU OEHbramu.
[Moka Tebs1 He novmanu, Tbl - KOPOsb, Tbl NOMYYUN Oe-

€CTb OelCTBUS, BegyLumne TONbKO K perpeccy, - 9To Te
Xe KnbeprnpecTyrnneHusi, KOTopble HECYT BbIrogy TONbKO
Tebe, a opyrum Ntogam NpUHOCAT cTpaganus. Nosatomy
K TOMY, YeM A paHbLLe 3aHMMascs, cernvac OTHOLLYCb
KpariHe HeraT1BHO.

) niroroii:
BOCCTAHVE APMUM YTIOTOB

B oyryponoru yeepeHbi: ecnn mbi He 3awwm-
TUM OT XaKepoB TEXHUYECKNE HOBUHKMU, TO He
BMAaTh Ham cBeTNoro 6yayLuero.

@ Yepes 4yeTbipe roga B Mvmpe 6yaeT HacuUTbIBaThCA
6onbLUe ABaguaTM MUNIMapnoB YyCTPOUCTB MHTEpHETa
BeLLlen. BonbLINMHCTBO U3 HMUX ByaeT C MUHUMAbHOM
Knbep3aLumTon. «YMHbIMU» N OOHOBPEMEHHO YA3BU-
MbIMW CTaHYT XONOAWIbHUKN, CTUPasibHblE MaLUUHbI,
CUCTEMbI BKITIOYEHNS CBETA U BOAbI, Pa3Hble AaTHUKMW,
NOAKIMIOYEHHbIE K UHTEPHETY.

@ Ve cenyac xakepbl MOTyT B3/10MaTb HEKOTOPbIE
MOZENU paguoHsAHb U KYKON M Hanyratb pebeHka.
M 370 ewe uBeToyku. B koHue aBrycta B CLLUA 6b110
OTO3BAHO MOSIMUMNINOHA KapAnOCTUMYNSATOPOB, YA3-
BUMbIX Ans knéepatak!

® Bckope Ha goporax nosiBUTCH MHOXECTBO aBTO-
Mobunen ¢ PyHKUMAMN 6ecnunoTHKa. Cneucnyx6bl
YBEPEHbI, 4TO OHX MOTYT ObiTb B3NIOMaHbl No CeTtu
M UCMONb30BaHbl o1 YOUNCTB U TEPAKTOB.

® OdaHTacT Ansek A3MMOB npuaymasn 3akoHbl, CO-
rMacHO KOTOpPbIM PO60ThI HE CMOrYT HaBpeauTb Ye-
noseky. MoxerT, 1 Tak. A ecnv nmu 6yayT ynpasnsTb
3M10YMBbILLUNIEHHUKN ?

® Hawm y4eHble BMecTe € 3apybeXXHbIMU Konneramm
paboTaloT cendac HaL KBaHTOBOW KpunTorpaduen.
EcTb Hapexpaa, 4To OHa CTaHeT LUUTOM OT rpsgyLLmX
KPUMMUHasIbHbIX NOCAraTenbeTB.

| KAK HE CTATb JIOBbIYE/ MOLLEHHAKOB  — ©

1 | AKcnepTbl yBepeHbl: 60MbLUMH-
! cTBO Npo6nem Bo3HMKaeT OT He-
; 3HaHUs SneMeHTapHbIX Nnpasun
; 6e3onacHocTu.

: @ [lenanTe CroXHble Naposnu, MeHANTe
1 UX NeproamyecKm, He UCNob3ynTe OQNH
1 Mapofb Ansa pasHbix cantoB. Ecnn He
1 MOXETe 3anOMHUTb BCE KJIH0UU, UCMOSIb-
1 3yrite meHenxepbl naponen (LastPass,
I 1Password n gp.).

| @ Bespe, rae TonbKo MOXHO, caenan-
| re npuBsiaKy aBTOpM3auMM U cMeHbI

napons Yepes HoMep MOOGUJILHOrO.

|‘ He ocTtaBnanTte TenedoH 6e3 npu-
j CMoTpa. He paspasaiiTe ctapble SIM-
| KapTbl.

® Ha npocb6bl Apy3en B couceTsax
npenocTaBUTb PEKBU3UTHI NnaTex-
HbIX KAapTO4YeK CBAXUTECb C HUMU NO
TenecoHy.

® B couceTax He nokasbiBanTe BCEM
CBOE MEeCTOMOJIOXEHNE M HOoMepa
COTOBbIX.

® He nepexogute no ccbinKam
B CMaM-COOGLLEHUSIX U HE CKaYMBanTe
cCoMHuTenbHbIe tharinbl. Ecnu ckava-
nm - npoBepbTe aHTUBUPYCcoM. Onac-
Hble MmaTepuarnbl MOryT MPUATU U CO
B3J/IOMaHHbIX aKKayHTOB Apy3eM.

® CraBbTe BCe 0OHOBIIEHUS OMNepaLmoH-
HOW CUCTeMbI, MPOrpamMMm 1 aHTuBmupyca.
He nuwHum 6ypeT yCTaHOBUTL MeXce-
TeBow akpaH (firewall).

® PIN-kopgbl KapT He 3anucbiBanTe
B MOGUJIbHUKE UM Ha KOMMbIOTEpe,
a Tem 6onee Ha camou kapTe. He ne-
pecbinante PpoTo 6aHKOBCKUX KapT.
B marasmHax n Kade Bce gencTBus
C KapToW [OJKHbI NPOUCXOAUTD B Ba-
wem npucyTcTBun. Jlyywe ctepetb
CVC-kop - nocnegHue Tpu umdpbl Ha
060pPOTHON CTOPOHE KapThl.

® K ocHOBHOW KapTe B BalleM 6aHKe
BbIMYCTUTE OOMOSHUTESIbHYIO, KOTOPOWN
6yneTe pacniaqmBatbCs B UHTEPHETE.
Wcnonb3yite BUpTYyanbHble KapTbl Un
cepsuc PayPal. lNocTtaBbTe nMnUT Ha
CYMMY €Xe[HEBHbIX CMUCaHWMN.

® He HasbiBaTe naponu u PIN-
Koabl faxe coTpyaHuKam 6aHka. He

BbIPESKMIMICOXPAHMK

JIOTMHbTECb B OHJIaH-6aHKax, cuas |
B 6ecnnatHom Wi-Fi. 1
@® CMmoTpuTe BHMMaTenbHo agpecHyio !
CTPOKY - MOXeTe nonacTb Ha caunT-
ayénep. He goBepsite yKOPOYEHHbIM
ccbinkam. Mposepsarite Hann4vme 6e30-I
MacHoro CoeAuHeHs (3Ha4oK 3amouka
B 6paysepax, https B Ha4ane cTpoku).
® Ecnwu ot nuua ocpmumanbHbIX CTPYK- |
Typ y Bac 3anpaluvBalroT faHHbIe Mo |
e-mail, nossBoHuUTe TyAAa. 1
@ XpaHuTe BaxHy0 MHGopMaumio Ha l
BHELLIHMX HOCUTENSIX. 1
@ MHorue nonb3osatenu komnblote- !
pos Apple yBepeHbl, 4TO BUPYCbl UM HE
CTpaluHbl. 3TO 3a6nyXxaeHue.

® OTKaxutecb OT HefneranbHoOro
MO. CanTbl ¢ MUPATCKUM KOHTEHTOM
W MOPHO - paCCafiHNKN BUPYCOB. I



