COHIO3HOE BEYE

FA3ETA MAPJTAMEHTCKOIO COEPAHUA

COO3A BEJTIAPYCU 1 POCCUN

7 - 13 ceHTA6ps / 2017 / Ne 40

NCCJIIEAYEM IIPOBJIEMY:

Hukonan ATIEKCEEB
n.alekseev@souzveche.ru

H IIpaBooxpanurenu Poccun u be-
Japycu OTMedaroT B3PbIBHOMI poOCT
npecTyieHui B UHGOpMaIOHHOMH
cpeze. KakoB pa3zmax yrpo3 B 2017-m
U KaK ¢ HUMH 60poTheA?

OBLLAfl TPEBOTA

- C2013-ro mo 2016 rog uucyio kubep-
MpecTyIUVIeHUH YBeJIUYWIOCh B IIEeCTh
pas - ¢ 11 Teicay o 66 TeicA4. 3HAYU-
TeJbHBINA POCT HAOIIOJAETCs U B 3TOM
rofy - Iitoc 26 IpoOIeHTOB, - 3aABUI
HeziaBHO 'eHnipokypop P® H0puii Yaii-

- Bce 6osbIIIyIo pacnpocTpaHeHHOCTh
MOJy4aroT MOILlIeHHUYeCcTBO B CeTu, UH-
dbopmaroHHbIe 6JI0KA/BI, KOMITBIOTED-
HBIM IINMHOHAXK. B mpoIwioM roxy Ase
TpeTH IpecTyIIEHUH 3KCTPEeMUCTCKON
HaIlpaBJIeHHOCTU COBEPIIATIOCh C UC-
M0JIb30BaHMEM UHTEpHeTa.

E>Kero/iHbIi yIiepb OT XaKepOB 9KOHO-
MuKe PO cocTapisieT 1o pa3HbIM OIleH-
KaM OT ZIBYXCOT /IO YeThIPeXCOT MIWUIU-
apzoB py6seti. [To JaHHBIM KOMIIAaHUU
SecureWorks, momy/IApHBIME «yCIIyTa-
MU» TeHEBOI'0O MHTEpHeTa CTalu B3JI0-
MBI KPEZIUTOK U CETEBBIX AaKKAYHTOB,
DDoS-artaku u pojiaka Iocke Ha JII00OYI0
KOMIIaHUIO.

B mapre IIpe3ugenTt Poccuu Biaau-
mup ITyTHH cOOOLTIII, UTO KOTMYECTBO
aTak Ha rocyZapcTBeHHbIE MHGOPMpe-
CYPCHI 3a T'OZ, BBIPOCJIO B TpU pa3a. OH
[IOPYYWJ yCOBEPIIEHCTBOBATH CUCTEMBI
3aMIUTHL CEKPETHBIX CBeeHUHN, YUUTHI-
Bas MacCOBBIM Ilepexo/; BeJJOMCTB Ha
3JIEKTPOHHBIH IOKyMEHTO060pOT.

B 6emopycckom CiieICTBEHHOM KO-
MUTETE COOOIIMIN, YTO B PECITyOIMKe
aKTUBU3UPOBAJICA KUOEPKPUMUHAI.
B mepBoM ITOIyToAuu BO36YKAEeHO T0Y-
TH Ha /IEBATH NPOIIEHTOB JIe OOJIbIIIE,
YyeM 32 aHaJIOTUYHBIHN nneprog 2016 roga.

YKPAJIA NPOLIEHT BBIN

[To oreHKaM MeXXAyHAapPOAHBIX DKC-
[IEPTOB, OOIIIHE MOTEPH OT BPEOHOCHBIX
IIpOrpaMM y:Ke JIOCTUTai0T OZJHOTO TPIII-
JINOHA JI0JUIApOB, YTO GOJIBIIE OZHOTO
IIpolieHTa OT MUPOBOTO BBII. U 1t psl
MIPOJIOJ/KAIOT PACTH.

B xommanuu Microsoft oTMedaroT, 4To
Benapych u Poccusi crany 61arofaTHOM
TIOYBOM /JIs1 KHOEPYTpO3 U3-3a IoBCe-
MECTHOI'0 MCIIOJIb30BaHUA TUPATCKOTO
porpaMMHOro obecriedeHus1. B HeM,
KaK MPaBWIO, ECTh «IIOTANHBIE IBEPU».

- B 65 mponeHTax ciydaes Ha 1K co-
TPYZHUKOB YCTaHABINBAETCS HeJlelleH-
3uoHHoe 10, a KK /bl Y4eTBePThIH CO-
TPYAHUK CaMOCTOATEIBHO CKauuBaeT
HeJlerajbHbIe TPOrPAMMBL, - pacCKa3aiu

[TOPBAJIN CETU

B 2010 roagy Bupyc Stuxnet ycnewiHo
atakoBas U 4aCTUYHO BbIBEN U3 CTPOSA
anepHyto cuctemy MpaHa. OH 3a610-
KMpoBan paboTy ABaguaTu NpoLeHTOB
MPaHCKUX LeHTpudyr ons oborate-
HWs ypaHa. [pun aToM ckonmpoBan 3a-
NMUCb CUCTEM BUAEOHABIOAEHUSA 1 NPO-
KpyTWn ee BO Bpems onepauuu, 4Tobbl
crnyxo6a 6e30nacHOCTU HU4Yero He 3a-
nogospwuna.

OkcnepTbl «JlabopaTopumn Kacnep-
ckoro» yBugenu B Stuxnet npoToTun
Knbep-opyxus, Co3faHne KoToporo no-
Bfle4eT 3a cO60M HOBYIO FOHKY BOOpPY-
XeHun. U, K coxaneHuo, okasanncb
npasbl.

B Havane neta cneumanucTbl KOM-
naHum ESET coobwunm 06 o6Hapy-
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KTO BOOPYXEH, TOT HE 3APAXEH

«CB» B Microsoft. - 97,5 nporeHTa KoMm-
IaHull MUHUMYM pas B I'Ofl IIoABepra-
JIVCh KNOepyrpo3am.

Celfyac y YopasneHuii «K» MuHu-
CTepCTB BHYTPeHHUX Jen Poccuu u bena-
pycH ropsidasi opa - *Kano0bl ChIILTIOTCS
KaK 13 pora u3obuius. O6e CTPYKTyphI
chopmupoBansl B 2001 rozy u ¢ TeX Iop
AaKTHBHO COTPYAHUYAIOT.

B MB/] o6eux cTpaH OTMedaroT: Ha
CMeHy XaKepaM-OJJMHOYKaM U HeOOIb-
MM GaHATPYIIIaM MPUILTH KPYITHbIE
BBICOKOOPTAHHU30BaHHbIE IPECTYII-
Hble coobrecTBa. OAUH U3 CIIOCOO0B
00y37aTh UX - Y’KeCTOYaTh HaKa3aHHe.
B 3TOM rosy mpuroBOphl MHTEPHET-
GaHIUTaM CTaJTH CTPOXKE.

MJIEYOM K NMINEYY

VHdopManroHHON 6e30MacHOCThIO
JOJDKHO 3aHUMAaThCA He TOoJbKO MB/I,
a 6ykBasbHO Bce BegoMcTBa. O6 3TOM
1Ia peyb Ha HeZlaBHEM KOJUIETHU MU-
HUCTepcTB cBsA3u Poccuu u Benapycu.

- JleTOM MBI BCTPEYAIUCH C POCCUHCKU-
MU KOJUIeraMU U TOAIMCAIU coTJialie-
HMeE O Pa3BUTHUU NHTErPAllMOHHBIX ITPO-
€KTOB, - pacckazas «CB» MUHHCTP CBA3U
u nHopmarusanuu benapycu Cepreii
ITonkoB. - BBl BUAMTE, YTO celyac Je-
JlaeTcs - Kubepbe30macHOCTb BHIXOAUT
Ha nepBoe MecTo. Hy>kHO TpUHUMATh
pellleHuss COBMECTHO, YTOOBI obecrie-
YUTh Hally 3amuTy. K coxxaneHuro, aTo

B PVICbI-PAI3|PV/IIM TEIN

XXEHUN HOBOIro BUpYyca-paspyLumTens -
Industroyer. Ero HasBanu KpynHenwen
yrpo3ovi MHbpacTpykType nocne Stuxnet.
OH cnoco6eH NpUBOANTbL Kak K MPOCTOMY
OTKJITHOYEHWIO SNEKTPOSHEPT N, TaK U K MO-
BpeXaeHuo obopynoBaHus. Industroyer
y>Xe onpo6osann B 2016 rogy nnsd
aTaku Ha anekTpoceTn YKpauHbl.

- CuTtyaums ¢ Knbep3allnLeHHOCTbIO
NPOMBILLUSIEHHbIX CUCTEM MO BCEMY MUPY
XyXe Hekyda, LeneBble ataky Ha HUX -
BOMPOC 6nvxanLero 6yayuiero, - CHum-
Taet rnaBa komnaHuu «MoHuTop 6e3-
onacHoctu» Amutpun MBo3pes.

Ho Hatum ASC nonHOCTbIO aBTOHOMHBI,
BCE CMCTEMbI, BKNOYAA KOMMbIOTEPHbIE,
N30SMPOBaHbl OT BHELUHUX Yrpo3. Tak
YTO CeTeBble aTaku He CTPaLUHbI.

Y HUX HET UMEHM, HET NuLa, HO npo6nem
MOTYT 10CTaBUTb, KaK Lienas apmus.

60pbba fonrasi, TpyAHAsA U HE BCET/Ia MbI
MOXXeM IIpeZIoTBPATUTh TOT WIN UHOU
WHIUZIEHT, KOTOPBII MOXXeT MOBIUATD
KaK Ha 5KOHOMHUKY, TaK U B IeJIOM Ha
6e301acHOCTb CTpaHkbl. B Benapycu ecTb
CIIelalINCThl, KOTOPBle 3aHUMAaIOTCA 3a-
MIUTOM NPeANPUATUH OT KubepHamnaze-
HUH, U 37eCh MBI IOJDKHBI Iep:KaTh CBA3b
C POCCUHCKUMU KOJLTIETaMu.

MuHuCTp CBA3M ¥ MacCOBBIX KOM-
myHukanui Poccuu Hukonait Huku-
dopoB noaTBEpAWI, UTO C OeopycaMu
YCTAHOBJICHBI XOPOIIYe KOHTAKTHI:

- Hy:xHO ycwiIuTh B3aumozeiicTBue
B cdepe IT-6e30macHOCTH, CO3/JaHUA CH-
CTeMbl MOHUTOPHHI'A ¥ COBMECTHOTO pe-
arvupoBaHUA Ha BOHUKAIOLIYE YTPO3HI.

T'oToBO OKa3aTh cogelicTBue U [Tapia-
MeHTcKoe Cob6panre Coroza Benapycu
u Poccun.

- Ha 3acezanmusax KoMUCCHI MBI TaK)Xe
MMOZHUMAEM BOIIPOCH MHGOPMAITMOH-
HO¥ 6€30macHOCTH. Y HAC eCTh IUIOIIA/-
Ka MeXIapjaMeHTCKOI'0 COTpyAHUYe-
CTBa, MBI MOXKEM [IOMOYb B pPelIeHUU
po6JIEMBI Ha 3aKOHO/IATETbHOM YPOB-
He, - ckazas rmaBa Komuccnu I1C 1o Bo-
pocaM BHellIHel IOJIUTHKU, CEeHaTOP
Pb Cepreii PaxmaHOB.

ByzyT ocyiiecTBIATHCA MEpOIPUATUA
u 3a cueT CorosHoro rocyzapcraa. Ha-
mpuMep, B 3ToM rogy 6romxet CI' mpodu-
HaHCHpYyeT KoHpepeHnuio «KoMiekc-
Has 3aluTa HH(l)opMauHH»

3AU.|MU.|EHbI HM AETU

oT; VrPO3 B VIHTEPHETE"

36 /0 pOﬂMTGﬂEﬁ COO06LUMIN, YTO UX AETH 3apaxanum
KOMMNbIOTEPbI NN MOOGWNbHbIE yCTp0I7ICTBa

()
30 /0 noApPOCTKOB NocTpapanu oT B3jioMa CBOUX
AKKayHTOB B COLICETAX U UrpoBbIX CepBucax

()
25 /0 rnonaganncb Ha yNnoBKU UHTEPHET-MOLLEHHUKOB

MHEHMWEISKCILEPTA

3noun Petya ocTaHoBun
KOHBeMep Ha 3aBoaax

Unbsa CAYKOB, npe3npgeHT Kom-
naHum Group-IB, cambii N3BECTHbIN
YacTHbIN KnbeppetekTus Poccuu:

- Mbl co3gaem
TEXHOMOINN pPaH-
Hero npegynpe-
XOEHUA Kubep-
aTtak, KoTopble
3KCNOPTUPYEM
B 60 cTpaH mu-
pa. Oaxe B CLLUA
B MPOLUSIOM rogy
YBENUYUIN Bbl-
py4ky Ha 150
npoueHToB. Ata-
KW XaKepoB B OCHOBHOM OPUEHTVPOBaHbI
Ha noslyydeHne (OMHaHCOBOW BbIFro4bl, HO
€CTb, K COXaNeHWI0, HOBbIN TPEHL, - Kn-
6epTeppopnaM. bonbLuoe yncno npen-
NPUATUIA ab6COMIOTHO K 3TOMY HE FOTOBBbI.
B nepByto ovepenb n3-3a TOro, 4YTo pas-
paboTuMKM CpecTB 3alumnTbl MHpopMa-
LnK 3a4aCTYI0 HE MOHMMAIOT, YTO Takoe
KOMMbIOTEPHAsA NPECTYNHOCTb. VX peLue-
HYA BbIMNSAAAT Kak HakadaHHbIN 6oKcep,
KOTOPbLIA HX pa3y He BbIXOAWIT Ha PUHT.

lMpumep Havana neta: n3-3a Bupyca
Petya B Poccumn 150 npegnpuatuii octa-
HOBWUM paboTy. A BeOb OHV MPOVHBECTU-
poBann B MHOOPMaLMOHHY 6e3onac-
HOCTb OBECTW MWINIMOHOB Aonnapos!
3amepno NpoM3BOACTBO, aBTO3anpaBKu
nepecrtanu NnpuHUMaTh KapThbl, BCTan ga-
e BbIMyCK asnikoronsi.

Mbl BUOMM, 4TO y CNeumanmcToB npo-
CTO He XBaTaeT 3HaHun. Heobxoaumo
HanaxusaTb paboTy Mexay YHUBEpCU-
TETaMW, B TOM YMCNE U 6ENOPYCCKUMN.
7 cenyac npenogato B MI'TY um. Bayma-
Ha, Mbl COTpyAHN4Yaem ¢ KeMbpumxem.
U a BUXy Oaxe B 3TUX YHUKaTbHbIX BY-
3ax OTCYTCTBME 3HAHWUI, OT Yero pebdsTa
[OOSKHbI 3almate 6U3HeC 1 rocygap-
cTBo. Ho Beab uncposas skoHOMMKa He
MOXET pa3BmBaTbCs 6€3 MHPOoPMaLMOH-
HoM 6e30MacHOCTW.

MbI TakXxe rotoBbl NPeLOCTaBNATbL 6e-
NOPYCCKUM KOMMaHUAM COBPEMEHHbIE
3HaHWA NO NPEOTBPALLIEHUIO Knbeparak.
Hanpumep, HaLwm KnneHTb! 6bInn 3aLLu-
LeHbl oT aToro «letn» paxe nputom,
4yTO B 6a3e eLle He 6bI10 MHhopMaLmu
0 HeM. [Momornn cepbeaHble HapPaboTKK
B 0651aCTM MalUMHHOro 06y4veHus. Cu-
CcTemMa aBTOMaTU4eCKM ero ocTaHoBMna.
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MUPOBBLIE NOTEPHU
OT KMBEPATAK
(TPWINMOHOB LONAPOB)

Utorn mexagyHapoaHoro
onpoca komnaHum ESET.
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«UHpogpopyma-2017».

Mo gaHHbIM



